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background & credits

Module 1 | core concepts & underpinning technologies

Module 2 | DLT use cases (30+ over 10 core domains)
Morning break
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expectations

Gartner Hype Cycle for blockchain use cases (July 2019)

Blockchain in Logistics
and Transportation
Blockechain in CSPs
Cryptocurrency and
Blockchain Regulation
Blockchain in Healthcare
Blockehain in Gaming
Cryptocurrency Custody Services
Blockechain in Utiliies
Blockchain in Qil and Gas
Blockchain in Retail
Blockchain in Media

Blockchain in Supply Chain
Smart Contracts

Blockchain in Insurance

Blockchain in Education
Blockchain Rewards/Loyalty Models

Blockchain in Government

Blockchain Consortium

and Entertainment
Strategic Tokenization Blockehain Blockchain in Banking and Investment Services
Stablecoin and loT
Blockchain Business Models Blockchain-
Smart Assels Based ACH
Decentralized Autonomous Payments
COrganization Blockchain in .
Blockehain for Customlal 3D Printing Blockchain
Senvice o
Digital/Cryptocurrency Digital Asset Exchanges
Blockehain for Advertising Fat | Cryptocurrencies
Blockchain for Bigokahain Sodety icOs

Lead Generation Blackehain Data Exchanges

Distributed Ladgers

; f
Innovation ::ﬁr;; Trough of Slope of
Trigger Disillusionment Enlightenment

Expectations

Total crypto market cap

from 2008 to 2020

As of July 2019

Plateau of
Productivity

time
Plateau will be reached:

O lessthan2years @ 2toS5years W 5to10years 4 more than10years & obsolete before plateau

Market Cap
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Fﬂ%ngther of all bubble charts, of
t m)her chart ofall b/L‘bQIes
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~ Elhereum Ripple: $48bn
$105bn -Bitcoin Cash: £27hn
7Ot Cardano: $16bn

Bitcoin

> ' ~ 191bn i
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hard cash

: ~$9 Ot (notes, coins)



Amount of Information Available

Time

B Human Ability to Process B Information

digital abundance

DLT new
invention

digital scarcity



BBC explains cryptocurrencies in 2 minutes

Bitcoin explained: How do cryptocurrencies work? - BBC News
B|B|C



https://www.youtube.com/watch?v=SzAuB2FG79A

blockchain

the journey
SO far




DLT (Distributed Ledger Technology)

SKYE DLT contracts (NEXT+ r18a)

QCbased Aunchainedo DL
cloudyBoss
|
Hyperledger Fabric SDK 1.0
Linux Foundation
NEXT+ EDLT
cloudyBoss
Lehman Brothers Ripple Labs The DAO
collapse (GFC) Fintech Ethereum
Computing Cost Decentralised money 1# bitcoin block
Dwork.Naor G. Di Noto Bitcoin.org
Chain of Blocks Byzantine Fault Tolerance Dogbl:jz;grenrl)c:glg
Stornetta,Haber,Bayer Castor, Liskov )
Byzantine Generals Problem PoW (Proof-of-Work)
Lamport,Shostak,Pease Jakobsson,Juels
Hash Trees
Merkle
Smarter Comtracts | Faster Blockeham | Safer Ecosystems
¢ v v v v v v v v v v
1979 1982 1991 1993 1999 2008/07 2008/09 2008/10 2009/01 2012 2014 2015 2017



éorigins

1979 Ralph Merkle (below) fHashtreeso US patent no 4309569
1982 Lamport, Shostak, Pease firhe Byzantine Generals Problemd p a p e r , cobsarsusgrotbcols
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t he 900s

who

1979 Ralph Merkle fHashtreeso US patent no 4309569
1982 Lamport, Shostak, Pease AThe Byzantine Generals Problemo paper,

1991/92  Stornetta, Haber, Bayer AChain of BDMerkletkrsedoe ssch emmapmier appl ying hash

1993 Cynthia Dwork, Moni Naor  ftomputing cost as a solutionto spamo , b a Proef off Workdo iconcept
Jakobsson, Juels Further formalisation of the PoW concept
1999 Castro, Liskov PBFT (Practical Byzantine Fault Tolerance) algorithm
oy .\\m\
C \\\\\"““.\‘ v
g O e ™
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when

Jul 2008 Giovanni Di Noto

t hhe 00O0Ss
who

fthe money-poly conundrum: basis for a decentralised digital currency frameworko
Griffiths University (Brisbane Australia) | ENV100 paper submission

Sep 2008 Lehman Brothers Investment bank Lehman Brothers collapse (GFC starts)
Oct 2008

i Bi t whité paper solving the double-spending conundrum. metzdowd.com

Satoshi Nakamoto

Jan 2009

bitcoin. org version 0.1 of the bitcoin software and mining of 1st bitcoin block

SATOSHI Nnxﬂmurulb




t he 100s

what
concept cryptocurrency world computer
coin release method early mining through ICO
block time ~10 minutes ~12/15 seconds
protocol SHA-256 ETHASH
hardware property ASIC ASIC-resistant

HYPERLEDGER CLOUDY

Safer Smarter
FABRIC SDK Go BOSS e
Smarter Contracts | Faster Blockchain | Safer Ecosystems
Jul 2015  Vitalik Buterin and team ethereum world computer and scripted (solidity language) smart contracts
Dec 2015 Open source Hyperledger project for enterprise blockchain starts

Linux Foundation team _
Hyperledger Fabric SDK 1.0 announced
Jul 2017 _ _ _
cloudyBoss team SKYE (enterprise blockchain clusters + unscripted skye-contracts) released



blockchain

core concepts
& mechanics




hashing

A non -trivially translates a value to another
A uniquely translates (~nil collisions)
Airreversible 1-way function

Input Hash sum

Hash DFCD3454 BBEA788A

Fox —> cinction "1 751A696C 24D97009
CA992D17

The red fox Hash 52ED879E 70F71D92

runs across [ ¢ nction ™ 6EB69570 08E03CE4
the ice CA6945D3

The red fox s 46042841 935C7FBO

walks across — - ai. —» 9158585A BO4AE214
the ice unction 26EB3CEA




hash tree

Merkle Tree a binary tree where the parent root hash is a function of child hashes derived from data leaves
Transaction a value, balance, change of state or other data, corresponding to a leaf in a hash tree
Block a group of transactions (leaves) ultimately pointing to the same top (or root) hash

Top Hash
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hash tree arithmetic 1/3
comparing data

data stream




hash tree arithmetic 2/3
efficiently verifies the integrity of a transaction

data stream

o e o o o o o - ————— _________________________ _________

I
;. transaction !

h(h(85) h(21))

root hash



hash tree arithmetic 3/3

‘ IW] j ‘ 2fac ’

ATransactions are interdependent (unalterable) Cees] | e
AThey are validated via their Merkle paths ) [
AA Merkle path requires log,(N) hashes *

m
P

/m\ /'\ 7
/'\ /"\ /"\ /'\ii




block -chain = ever -growing merkle tree

4 N 4 ™\
Block 10 4 Block 11 R Block 12
Prev_Hash Timestamp r—#| Prev_Hash Timestamp _,—D{ Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce Tx_Root Nonce
N\ —/ \Z K —/ \Z —/
Hash01 Hash23

HashO Hash1l Hash2 Hash3

1 1 1 1

Tx0 Tx1 Tx2 Tx3

.

B.., =f(B,)



what 0Ss

t
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~ N 4
Block 10 Block 11
Prev_Hash [Timestamp _,—0[ Prev_Hash ] [Timestamp]
Tx_Root [ Nonce Tx_HcotEJ [ Nonce L
\Z —/ \g
Hash01 Hash23
HashO Hash1 Hash2 Hash3
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Prev_Hash] Timestamp
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J
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a variable used and set by miners to
mine a block that fits accepted rules
such as hash < ceiling value

it highlights and materialises the idea
of computing cost (Proof of Work)

this shifts the burden of proof on
one side of the ecosystem (miner)




why bitcoin is ASIC centric?

GPU

Graphics Processing Unit

FPGA

Field-Programmable Gate Array

ASIC

App Specific Integrated Circuit



Alternative ASIC -resistant Proofs

APOS | Proof of Stake

example: ethereum ecosystem uses PoS
how much cryptos do you hold?
for how long?

APol | Proof of Importance
example: NEM ecosystem uses Pol
how much cryptos do you hold?
how many transactions?




ecosystems
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The property of an auditable transaction which irrefutable details (similarly to a

TiniEtalliyy posted transaction in a conventional accounting ledger) are no longer altered
Distributed ledger shared immutable ledger kept up-to-date over discrete nodes (organisations and/or
DLT, hyper ledger computers) which are all part of a same cluster, ring or ecosystem of nodes

Node A single instance of a distributed ledger such as a server in a multi-node ecosystem
Ecosystem, cluster, ring A group of at least 3 nodes each carrying an instance of a same distributed ledger

Byzantine fault tolerance a consensus protocol for ecosystems to run when nodes crash or act maliciously
Consensus an agreement on the state of the ledger reached via PBFT, PoW, PoS, Polé
Propagation The act of propagating a transaction across all nodes of an ecosystem

Genesis transaction The first transaction in a distributed ledger



multi -chain ecosystems
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Mining
Trust-less

- X
s
- .’;-f‘
Cryptocurrency

Description
Bitcoin, Ether, Litecoin
Multichain

process by which bitcoin rewards nodes for solving math puzzles to create new coins
a decentralised modus operandi devoted of censorship typical of open blockchains

digital currency relying on mining and open blockchains to avoid double-spending
cryptocurrencies, each with their own blockchain protocol and other rules

meta-system of various ecosystems with distinct blockchain protocols



opened vs permissioned blockchain ecosystems

Enterprise blockchain
SKYE, hyper-ledger, ebc,
permissioned blockchain

MSP

Permission

Description

a set of blockchain DLT use cases other than cryptocurrencies.

Mining, ICO, PoW or trustlessness are generally alien to permissioned blockchains. Vice-versa,
permissions (to control participating nodes), speed and consensus are required for data integrity.

Member Service Provider. An admin node in a permissioned blockchain

Control mechanism to allow node participation into a permissioned ecosystem



future -proofing current DLT challenges

future-proof challenges

unchained quantum-resistant immutability non-elastic data nodes

DLT use cases beyond crypto-coins c r y p tfiad imn@rsnature
distributed / sharding ecosystems enviro-adverse ASIC cryptos
inter-operable DLT protocols guantum-adverse PKI / hashing !

centralised / cartelized ecosystems
code-dependent DLT and contracts

legacy protocol systemic risks | forking
legacy protocol systemic risks | hacking
unscalable low TPS (transaction per second)

codeless DLT and contracts
scale-neutral data nodes
real-world high TPS

elastic data nodes
tokenomics

ojects that
centralil zed

~ Vitalik Buterin




the TPS debate Card providers operating @ 20k TPSvs BTC/ETH <10 TPS

= atcon | ereun | R | sl |05 | ardano N | S| #_

Block time -10 min -155s ~0 *see below 55 -0.5s -20s Imin  ~0.0 *secbelow ~0.0 *Seebelow
Data structure Fixed Flexible Fixed Fixed Fixed Fixed Fixed Flexible Flexible
Consensus PoW PoS N/a N/a DlIg PoS Dist PoS Pol baseline BFT baseline BFT
Stated TPS 5 10 1500 4,000 53000 200 (icbtest) 4,000 U’g’i’;’;ﬁ‘:{" U’s'::?eﬁ d
Contracts No Yes (code) No No Yes (code)  Yes(code)  No Yes (config) Yes (code)
Language C+ Solidity C++ C++ C++ Haskell Java LAMP Js / Fabric
Permissioned No No Yes Yes Yes (?) Yes (?) Yes Yes Yes
multichain No No Interledger No No No No Universal API In discussion

* block time is mostly irrelevant in SKYE (or HL) as it is an enterprise (permissioned) DLT.
This means computing cost is technically (CPU/GPU) rather than artificially limited.

SKYE block time is inversely proportional to infrastructure TPS performance, which is very
high yet asymptotically limited for CPU (see adjacent diagram), however unlimited with
GPU (parallel distribution of tasks particularly relevant to blockchain propagation).

For CPU’s, TPS depends on which type of VM or metal server/s each DLT node (especially
MSP propagators) are running on. The adjacent diagram provides a notion of possible TPS
for different types of VM/server CPU based on number of cores. In SKYE case, for an
average 10 x Merkle leaves per block (each SKYE block being a discrete transaction), TPS by
CPU might start from 20k equating to 20k ms for a 4-cores divided by 10 leaves per block.
This could evolve to 80k for a 16-cores CPU, and scale-up beyond this with higher-specs.

e Pox 2x0 N ux Lox o E S nwx L 0x e -

But, in reality, SKYE TPS is virtually unlimited as, in addition to KEYSTONE built-in sharding, e el
a GPU setup would trivialise single CPU’s performances to negligible factors. AN e o  B-cores o A caies: e BCnE



the on -chain vs off -chain debate

1. What goes on the ledger? Does everything need to go on the ledger?
2. What is a transaction? Is a transaction always a financial transaction?

3. Shall all transactional data, financial or not, be on-chain?




the protocol interoperabllity debate

&
Private

Blockehain

Permissioned




Blocks
From Non-
Upgraded

MNodes

Blocks
From
Upgraded
Nodes

the forking debates

-

Follows
Old
Rulez

Follows Follows Follows Follows
Old Old Old L 0ld
Fulez Eules Fules Fulez
Follows Followrs Follows Follows
MWew Hel TNew He Mew - Dew
Fules Fulez Fules Fules
A Hard Fork: Non-Upgraded Nodes Reject The New Rules, Diverging The Chain
Blocks - i
r N Follows Follows Follows Old Bules
é"m d“i‘ —--»] Od e Ol |  But Violates
p'g:[ ace Rules Rulez MNew Fules
MNodes \
E::Ic:-cks Follows
_From Old & New |—m
Upgraded Bules
Modes

Follows
Old & New
Fules

A Soft Fork: Blocks Viclating New Rules Are Made Stale By The Uperaded Miming Majority




the ecosystem governance debate

_— & ETHEREUM
BitFury BTC.top _bitcoin.com

SlushPool 4%_\ 2%/ 0.3% )
v *ecthereum®

unknown
24% ethereum

ithe el & nt
in the roomébo

assic

ViaBTC
7%

AntPool I I
e _bltpOln
distributed
delusion A 2019QuadrigaCXJS$ 190m in asset losses
A 2016 Ethereum DAO hafdrk US$ 60m fallout
BTC.com
14% A 2019 Facebook Libra DOA (D€andArrival) fallout

F2Pool
19%

16%




Smairt contracts

vs DLT
ecosystems




smart contracts vs DLT ecosystems
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multi -stage smart contract options

Aactions achieved via delayed document / action:

A content published, invoice issued, payment triggered, stock released, etc.

‘_\\\_1_1_1:

Afloor level workflows activate action/s on a:

Afunanimity © basis | (100%) all stakehol der s,
Afguorum 0 b ars% (&few) stakeholder/s, or
Afirsto b as i sstparty to@exfoor level



real estate title exchange | PoC demo

Public Land
Registry

A Pur h r 3
Owner s o urchaser s @@

Lawyer
S
 S—

e
Goverment Of India

Purchasers

- Process steps

1 Purchaser checks public registry

Owners

Purchaser makes offer to owner

Preliminary offer acceptance

' | Notary 2

I I E Lawyer 1 setups draft contract and organise

owner and notary 1 access
7 Lawyer 2 confirms draft contract and organise
0 purchaser and notary 2
8 Surveyor research and verification

Owner contacts lawyer 1 and Notary 1

a A~ W N

Purchaser contacts lawyer 2 and Notary 2

[e]

surveyor ~ -— o evaluator 9 Bank mortgage preparation
10 Insurance, financial research, encumbrances
11 Confirming the milestone

Completing the contract



session 1 recap

plockchain history & concepts

A
A hashing
A
A

paseline merkle tree
ever-growing merkle tree

A proof of work, stake, importance

A open vs private DLT ecosystems

A smart contracts vs DLT ecosystems




any

guestions
so far?




module 2

DLT use
cases




hundr eds

a snapshot

Her eds

gov / regtech (accredltatlons)
consumer electronics g
dangerous goods
pharmaceuticals
building trades

hybrid organisational structures
cBM (cluster business model)
distributed organisations

evidence law
automotive
aerospace
healthcare
insurance
electrical
finance
food

The newest strongest

operations

data integrity standard
recalls
API trivialisation FRANCHISE_ 4
complex value chains T
consortium trivialisation W
authenticity / provenance JRASLELLECLLL

DLT

grouped by a

use C a

f ew

o f

public/private registries
self-regulatory records
governance breaches
industry standards
academic records
electoral records
medical records
criminal records
land, titles, wills
board minutes
credit records

orgtech

nomadic organisations
franchise optimisation
dematerialisation
decartelisation

%'ﬁm e xv%

D
. v‘? |

. zp“ > k/’: ;"“': life events
B it ' N E T patents
analytics s _
clustering - fintech
risk analysis exchanges

hot / cold wallets
tokenisation / tokenomics
disruptive mining (e-sports)
distributed models (energy)
cryptocurrencies, ICO / TAP

segmentation
benchmarking
market baskets
pooled research
product categorisations




a need for independent
parties to operate together

under a safe, streamlined
tamper -proof ecosystem



value chains




ldentity, information authenticity & copy rights

A authorship & digital identity
A provenance & ownership
A reputational systems

A proof of authenticity

A credibility tracking
Aincentivized truth

TR T e 15 m A fact-checking
A traceability
marte, S Vi1 S et i Aforensics

Confederazione Svizzera
nnnnnnnnnnnnnnnnnnn

solving the deep/fake news &  n

=)
TANZANIA

identity theft social epidemic



granular transparent value chain
recalls, provenance
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consortium trivialisation -- - @
RETHINKING INSURANCE -‘; within the context of one or a m

few projects rather than

ongomg operatlons
Until now, consortiums formed when 1 supplier alone
could not enter a large tender (and related project).

Global Shipping Blockchain Network (GSBN)
CMA CGM, Costco Shipping, Hutchinson Ports, Port of Qingdao,
PSA International, Shanghai Port

A consortium pools capabilites from different
independent parties and distributes risk exposures.

Commercial lawyers tend to get involved in the
drafting of complex MOU* and other legal documents.

smart contracts trivialise consortiums allowing pooling
and risk mitigation on any-value projects anywhere ,
especially where the parties do not know each other.

* MOU = Memorandum of Understanding



immutability, finality, safety
immediacy, affordability

API business trivialisation @_w-w
?\\\\\\V_;\- MIHICTPI yl\"?l,"/y/ o LABERTY ‘,wc,”r,% ~
< - 2 // \\
consensus, provenance

“ Il,ul
D &I D
N scalability, flexibility
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inefficient, expensive, vulnerable, i. n -‘ L -

scale poorly, inflexible






distributed (virtual or not) organisational structures




Innovative distributed organisational structures

MaaS (Multinational as a Service)




DLT-based franchising organisational model
enhanced efficiencies | decreased complexity

= .~
FRANCHISE m Eu.lg )
AGREEMENT : SULE E 2 mscfgwnﬁgtﬁ E
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=2 LOCATION "‘LAW
& MODEL PRACTICE exx GLOBAL = = s LA
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W APPROACH ~ icisc
IEI!I lﬂfb Iﬂh "= PROFIT SUCCESS 5 0BLIGATION] =

If you are a franchisor yet to consider DLT, your peers already are !



MLM (multi -level marketing) vs cBM (cluster business model)

asymptotic margin control 'f—\
via ring level (or generation) + level factor ,f‘\ v 2 ),"\
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A more relevant to hyper -connected world than old-school geo-segmentation
A scale-neutral distributed fairness + infinite returns at any level
A asymptotic margin control  via ring level factor
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Industry 4.5

Aphysical asset tokenisation
Amachine-as-a-service
Afactory-as-a-service

i FactOIy s a Service

_ Next Rexroth

Bosch Group
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blockchain in real estate T e

X L) et
— e ——m | | ™ ° ' |
s ity W0 O
o PLUM
— . - [
— @ =
o e == =
rescapr  com =
- [l o v O ==
T o=
g = e oo & o
= - - -‘ -— ~

A physical asset tokenisation (higher liquidity) ST s
A greater transparency and fraud prevention NS
A more reliable data @ lower costs T e
A faster collection & due diligence
A more secure property rights

A project management
A real-time transaction
A new renting models
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TCP/IP 1s NOT BF* tolerant
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The newest strongest
data integrity standard

as it sets a new highest standard on data
integrity, blockchain unveils pitfalls with all
sub-standard protocols, and challenges all
existing legislations on digital evidences .

* BF = Byzantine Fault



ITALY first mover on new DLT laws

CURRENT LIST OF COUNTRIES
IN THE EUROPEAN BLOCKCHAIN
PARTNERSHIP:




co-created law and DLT

Legal systems
of the World
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The newest strongest
data integrity standard

constituencies expect any government to adopt the highest
possible standards of governance  and provide absolute
assurance on the integrity of any type of public records



GovTech | Significant Life Event Registry

.. Birth

Marriage

Death




GovTech | electoral registry

REPUBLIC OF ESTONIA

18
’ Government of
GOVERNMENT OFFICE 3

; . South Australia
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DENMARK




GovTech | criminal records & unbiased legal system
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Criminal Record Sheet
gL of . | &
. - 0066 .
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pleatedDeans
New York Police Department *
E Dest !
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’ - 0863
£ ¢ .
ro—— o " M6
Criminal Offenses: 3 o]
_ Theft marble rye, TV cable, Friar's club jacket ~  Eyes . New York Police Department » "“‘“* Sane
Vandalism poured cement in washing machine Builc g Criminal Record Sheet
Assisted physical assault victim - Bette Midler ’ Y -
Solicitation of a prostitute Addr|
Unpaid library dues resolved 1291 h = - . 3866
Public Urination excuse: uro-misotisis b o rmalb & v S 3 -
Movie piracy Top quality Last. - NAME: Cosmo Kramer
Unlawful deportation deport. of Babu Bhatt Criminal Offenses: ALIASES: H.E. Pennypacker
ot mund e SIS M i Theft Barney's dress, dog, mannequin Ey Dr. Martin Van Nostrand
Arson Leapin' Larry's store Embezzlement Improper use of corp. expense acct Bu ASSMAN
Ly Mﬁ:‘ Tklio sifiolal = Disorderly conduct wore Orioles hat to Yankees game The K Man
Attempted murder wictim: Mike “The Bookie" Insuranios Frand fraud, phys. therany massage Ad Kessler
B I " e o=
| Bad samaritan failed to stop robbery of fat man oL M (i
. Destruction of property 1937 vintage cake .
Attempted murder ‘vietim: Mr. Pitt Le Theft answering machine tape Eyes:
Accomplice to assault pon: of slipped man a mickey Build: | )
Bad samaritan failed to stop robbery of fat man Consensual adult incest wj cousin Rhisa,
Public Urination parking garage Addre e - . R D ——
Parking in a handicapped spot ~
¥ of Criminal Offenses: Notes: Race: White Sex: Male DOB: 7/24/1949
Physical assault victim was Bette Midler Lasti] Theft lobsters, dog, TV cable, old man's records Eyes: Brown Halr: Bushy
' First-Degree Murder weapon: poisonous glue Vandalism poured cement in washing machine Build: Lanky Weight: 180 Ibs. Height: 83"
Alding and abetting a fugitive Rscaped convict Physical assault Vietim - Woody Allen
Bad samaritan failed to stop robbery of fat man Perjury provided fraud. info at parking ticket trial Address:
Possession of {llegal goods Cuban cigars 129 West 81st Street, Apt. 6B New York, NY 10024
— Harboring {llegal immigrants Dominicans
Assualt with a deadly weapon crepes Last known whereabouts: Incarcerated, Latham, MA
Tllegal garnbling - betting on airplane departures/arrivals Escaped, whereabouts unknown
Attemnpted manslaughter weapon: Junior Mints
Animal oruelty cockfighting, whale assault

Impersonating a doctor



GovTech | iIimmutable academic records

GOVERNMENT OF MALTA




GovTech | patent records, digital rights management




GovTech | credit report

‘ Credit Report
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Government of Sierra Leone

FARSLO




GovTech | standards and measures




GovTech | industry breaches and incidents

T




accreditation and compliance
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taxation compliance & streamlining
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& A company income \\
'/ A personal income N
A pension funds ‘

N A concessions




